729
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.4, Aug. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.4.729

& T4 VIEYIN FAAAE 917 S 25
7|kl FYF QT ZEEET

0 frE

STALE

()

ok
El o
N

Feiztetn)

A Two-Way Authentication Protocol Based on Hash Collision for
Unmanned Systems in Tactical Wireless Networks*
Jong-kwan Lee'?
Department of Computer Science, Korea Military Academy

(@) ok
= =

2 mEelAe Ad At A4 Got A7 FAlel BAE 4 gl As A vIEY A FAAA 719 oy

RS —Eiig Aekget, ZE FAAAE 2ol Fl=7] Aol Aol 2o AREE A I e
Al Z2eF2 A FEo s 99 deleEs AHesle] dF Z=S AT AF 237 AN
¢ AFFE, F hﬂﬂH IDS} AR Fo2 QAF8AAAE FAReE 2] Q15 vIAAl = Abdel -l
Hd7|®2 stsstele] AfEe AR S8 Uﬂ*lxl E3gste] AFIES ASHeEA dFeAAE dF
g}, Alokle ZREZS| ASS vk 34 AuR s dieR BA7 A Aljkele ZREZE] wAA] A
& 1A XA WA S ek S i E R Mﬂ} e BAlel S7EE Wl SRt B2esin
Al enjElE, <lF oA SHlellA] BEAYE elalgleh w3 AljRRE 2] sy gho] Al w4
© 4FE BHste] Bt a7 ol i FAE sebvlE g AA Tt =5 AlAskse

ABSTRACT

In this paper, we propose two-way authentication protocol between unmanned systems in tactical wireless networks in
which long distance communications are not guaranteed due to a poor channel conditions. It is assumed that every
unmanned systems have same random data set before they put into combat. The proposed protocol generates authentication
code(AC) using random data that causes hash collision. The requester for authentication encrypts the materials such as their
identifier, time-stamp, authentication code with the secret key. After then the requester transmits the encrypted message to
the receiver. The receiver authenticates the requester by verifying the authentication code included in the request message.
The performance analysis of the proposed protocol shows that it guarantees the security for various attack scenarios and
efficiency in terms of communication overhead and computational cost. Furthermore, we analyzed the effect of the parameter
values of the proposed protocol on the performance and suggest appropriate parameter value selection guide according to the
level of security requirement.

Keywords: Authentication Protocol, Unmanned Systems, Hash Collision, Tactical Network

Received(05. 30. 2019), Modified(1st: 07. 16. 003030) ¥ siEpida AP o2 sl syrt.
2019, 2nd: 08. 09. 2019), Accepted(08. 12. 2019) t FA7k, jklee64@kma.ac.kr
R ATE Al gk (No. 2019R1G1ALL ¥ WAAAL, jklee64@kma.ac.kr(Corresponding author)



-3
w
o
r>~l
N
u
2
=
ul
do
14
=
R
_‘
o
i_t"
-
il
2o
=
S
>
of
f
Al
=
1o
o2
o
e
“ o
o[N
i
hu
ity

LM 2 g gl = A wdE Aolo Axgs 29
o, dHge] dat WAE s A v Ak
ol Abkel w2 AHHQl WHAS, HAsid =Ystay Ao s HEs 78 5 divke
v Al AW AL AeetE som A Aol sleh. . AFES AMAFTE A=
el oA aEe we A%, wAF AgdEol qHgkel dalA FLdF AARE e A
H2F 7IA] g stell A A lH o s g vlghet AR Wele] sARE 2

o uelrh q1zke] Asle] HzshE el o3

A

o wEt TAE HA3 UAAEL oFsiA + ZREZ FE34, 94 A
Y 4 gl =3 vES A o] i FHY 5 E o]gsit) AN N ATl JUgeR
dhell $l= AASE ued o JF5E FelE AleEs dodle dHelgds 54 545 Sl
AAAES] TAHA AFA F7HEAY = 2EE= 43| = gh(2)
7A97F RIE Zeo|rh. e §5e] SAe| wet B E=rellMe A §Ale] dEEA RAEA
FAAAZe] & Hell F8lE= Zlo] ofz} FAHA] U Ae A UESZ el FolAAZEe o
o2 5d e otk webA Hx TFe] A" Agk ofeF QlF T2 B L Ak Algksh= <l
o]F FIAA FAsde] WiAE w wich FAA AT > ZREZL FAAE] FUH Lfsla e
5]l AApE dasict ks S Al A dolHE F sAFEo] Yol HolH &Y 23&
HEA 2 VEHa 42 WeEElEe A A=rt JFIER ARG} olefdt WS 3 A=
AEsle AR e 53] obdd dEAEAP} S ZREZL UA AT ¢F A3 o
I5Aolet & 4 9lrt. o] F-AAAZL FF A& gt

A5 AREgE Fdse /P 712AQ 27 B = v Zeo]l FAELh 27l T
olt}, Unk o o]fu= A8} IFptd Udw ATES AHEI 3R A Aljtele 7 ellA 28
94+ Zl(something the individual knows), 4 St Al2E]l md3) 34 md Fef dis A=)
3t 3= Z(something the individual 47| A Algkshs 1% ZREZ d&] AAE A
possess), AHAH =& T AEIgH FA Wty 5A|A] Aokele TR ET A5S EAs)
(something the individual is) 5 24 37HA I 6%l A2E der)
2 el E £ glth(1). 283 HAAS BAte)
A8 270 o)Ak Fde] ZFE ] el AMEE [l. 2 oA
= g} add )17be] Q15 Al Wik Al
= %A AFE A ASFdel E3EA g v AbEQlE Yl Al VB, AR of=F U ES
$ 2AAAQ QAFe] FHE gk HdE Eol, A(VANET) el A7k AAgA4<l sisie] §l=
HAFAFZF 4] ofzkell A F8lo] Aldv g WAE) 71717k Q% ZEEZ| oigt A7) EiE] 213
o gl s ENS ) AR} bl s A2 Ha ik B Ao 71717k A% ZREZS
A AAEFA et FAld e Bae] Alret Al AF-A ol ala] At o)

o fo o

ook, Al B4, & Alzkel] 23telA s BiBa ZzEZ2 Ad 5~ (birthday
A =& EFA o7 sl 9F ofRE Ank paradox) & o|&3dle] dZzeE AT} 74w
o} b FelAAIZEe] Q15 qIzke] FghHel A T dusF deE ol4ske]  SEAL  (self
gela] o], B 5H& 100% 4 5+ 9 authentication value) AAstz, Fd3 A
ool wl$- A% dFdAr) a7Ech #e 2= SEALE Hig ARE

ZFITZ AR
gt} BiBa LEEZo| AgkE o]E olZzco] &
F, QFE g8 mshs dAAY g mEe 719

2ol QlF TREZM dlolEe

—

—d
i)
o,

r
ol
ok,
N
o
_-<|>l—_l',
oft
_
>
o
~r
i
M
>,
o
<
&
oft
_
>,
=
r
e
2 o



AHRE 533 =wA] (2019. 8) 731

37] 5& Zo)7] 93 theksk Wy T2 EFo] A9k
5]04\;]_ 2_4

EG Z2eZ& x| 54 7] ¥ 7|He|t}
(5). A= oo 7158 At 715 5 4
T qlelm 2 el gt A} A" F
e o]% et fEHow Ak sh o4
12 3R ©ch EG ZEEZS WEYFT FR
} AASE B 7155 Bfsloksle Wdel sl

Y

N

ol AAFAE W ooz} mobelE Z whyelr)
o]5 #|As7] ¢lal AgkE PKS-MPE =z ¢
A5 aEste] 7158 Hulgch6).

A VESNZE S A 73] Z2EZ
LEAP A9 Z2EZ(7-9)2 nlaE7]E A5
o2 Algsle |X|Fe] B4l oA A=

4 Al 258l 5 SR 7]-‘;—% 2 rhaE]7]

e 2 *‘Wﬂv} A VIESN 3o Do
1~°l T ARER (5, AKX aA7L shEE)
A AAwEE heEE AR & Az
% olFels F7HH <ol wrbesiet weA
Moz WEgz f7e] WA A Q%
dagh Afol TLACE LEAP A9 =i

g 7gee]l d7Ez ik AT RSU(road
side unit) 2|3 AFAHT | FN7] Gzt
sIA a=lal AR 58 o] 83te] wAA|
ZH"}% FAe) 733l qlF Z2EFo| A=t
. aga AlFs] ofe RSUC digh <A

< ‘é’% CRT(chinese remainder theorem) 7|
Hke] Q1S =2 EZo] Agks|3leb(11). VANET &
7S wH3 5 Z2EFELS dAYC AAT 4
o

2 Ea %] FAR. Z AFAv s}l
5 Ao wAEE 28 ek ol

e AT AN MEAZAD AL el &
W3 AGE A4S JPsAL, VANET 744
% A %ol s AFAMe) E4 mE AAe
HED 84S S A Aelx] £
i FAAAE Tl A e w3 el g A
92 en SR 4R B
wAEA spol WY AZAME £4F 5 glw ¥
SEEEIRES mﬁ EECER EPOEE IS
EAjoleh, wehi] 7] % TREISS A ¥

23

AA N AFatA] erom olefd A& AN F
QAL EAL 7R Q% ZEEZ] tyh AdF
= ge AAelrt webA] ARE Q% ZREZ
N 77k dasi

FAASE 8 W92 BES T 5
o S WA EE S S o

AAAZE Al o] Erbsd %°ﬂ~
*Hif 2y FAAAZ AEdet 22l 2A4d Al
METRs "el o]Fo] rhsdte] vEY= ““HW |
THe wAd ook ole 74 A FlAAE
Zkel A FAe] WA B ozl Hx Rl A
FRAAAZE dael et FEE e E

a2]aL Al v|ES]=el wla] AddHew 3
%, Ele] S RAdeh =3 | oy
& == Fejo] vEar) FAEA, 9
2l FAAAE skl sdE &
AAE o dESZ9ke] AHe] At &
A ol ete] A7l alel &
7Pgdbet. 3, FelAAE

E

}mrzrslrii‘r”
>‘“1°g7\1
1039.F-.>L

SR

2 W oo oft Ao sk
oL o ¢

i

ol

lo

Jlm

o

S S
o
i)
)
rie
fvied
.
rie
i)
H

I~

NS
oftt
>
NE,
e —
ofN ¢
o
i)
L
f -lﬂ

2

- o{)lr _:
ta)

2

o,

ofN
Al

i)

ﬁ%nﬁi
ﬁjTJ
= rr
e gy
_[}u:l,
i
g

W
-
2

L w2 e o
% e
e
St
2,
_>L B
e
= ¢
Iz o

o
B9
&2
fr

>,

)

o

Y,

o|\

i)

o

il

S
vy
fe
2l
2
lo
<t
fo
—Jz
do
=
(e}

o,
2
fol
2
of
o
o
=
L o
o
r?l
ot
)
>
rr

A% F4(message
replay attack)S 3 & vl wAA| A%
AL A dlolelY o] ooz HiEE



732

o} Aedslo] A4EE vEa TA W fadoleh
1T FAL o183l TAAE AF AN 3
A Aelol Aoz AgEE A% B WA
FAste] AEFORA BPACE AFE

At QAFLAE $AT F oleh B4, FAAE 9

Z (impersonation attack

-
n
o2

3(-“
+

A
tho 14 BAL AFAA BHACE Aqst] F
AL AR AFA e Q8RR AR 9
Aokt Ao JgA MEYD £48 WA

= =

slek. AAl, FAARE wAA ME T4 (message
e}
A

A sz folud HolH s 2Eee] 0% 9
Mxgtoms 2ude 4% 84 =& AT 52U
ARG 4 gle ol Fa YAl A 2AE

e 4 sl

3.3 Hot @FAIE

s do
o
E
<
*
= &
LA
E’T
RN
)

2
I

°

N

n

o

& e
e

o

%

fnh

2

5

o

e

=

o] A& el
=93 #70] ©
3 37elA
100% 249 5
w A A Ee] o F-2
shxlofo} g}, o] 27} dg AR
z3le] Al MENT 45 Wl 5
Foleh, AA, <lF 8A4L e AR Ud
g

wA Al 5ol AR ¢ glofol dvh &,
|

L
19 °
)
&
3E

2
N
20 2
NE
N
N
Ho
ﬁ‘
F-,Jr
1t

e —

o) ol e}

57 polo} k.

2
o
o|N
2 o
o

iir 4o

ofd
)

9

22

ul
do
poad
Al

o o M N

i

o ol

=

¢

o o\ (E fo
32, O ofN o oX o ofN M 2

glo] WA A7k olFel A wAAE ol 3
LE 158474}

e,
Y
u
ox
__>~|L’
e
ol
%
e
H
aV)

=
)

—
rlo
Y
e
_?1_'4
fr

Table 1. Symbols used in paper

Symbol Meaning
ID; ID of unmaned systems
Mo () Mapping function with m output
values
Hsuas(') SHA-3 hash function
SK Secret key
TS Time stamp
E(m, key) Encrypt plain text m with key
D¢, key) Decrypt cipher text ¢ with key
ACMT Auth. Code Material Table
ARM Auth. Request Message
s element in the i row and jth
column in the ACMT
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Fig. 1. ACMT structure
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Fig. 2. Message flow diagram of the proposed
authentication protocol
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